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Abstract—We propose a cube-based encryption-then-
compression (ETC) system for the Motion JPEG standard.
ETC systems reduce the visibility of multimedia content, such
as a video sequence, to provide a high level of security at the
same time as compressing it efficiently. The conventional ETC
system for Motion JPEG applies block-based encryption to
each frame of a sequence. However, although the quality of the
encrypted and compressed frames is comparable to that of the
unencrypted frames, any third party may decrypt the content
from a frame without a decryption key because the blocks
cannot be moved from one frame to another. To enhance the
security of the ETC system, we propose a cube-based encryption
by extending the block-based encryption. Experiments show
that the proposed encryption method affects the Motion JPEG
in quality, whereas that the level of encryption is high both
objectively and subjectively.

I. INTRODUCTION

Telecommunications of multimedia content on bandwidth-
constrained and unsecured channels of, e.g., cloud computing
or social networking services (SNSs), face two problems: the
sender Alice may have difficulty sending large amounts of
content to a receiver Bob, and a third party may be able to look
at and/or modify the sent content illegally. To send content
securely and efficiently, the content should be encrypted before
or after compression. Here, the compression-then-encryption
(CTE) system (Fig. 1(a)) encrypts the content after it has
been compressed [1]-[4]. However, since the file format of
the encrypted content is restricted to .aes (the Advanced
Encryption Standard (AES) [5]), the encrypted content cannot
be compressed efficiently and is inapplicable to services that
cannot handle AES files.

The encryption-then-compression (ETC) system, which en-
crypts the content before it is compressed (Fig. 1(b)), has been
suggested as a better means of privacy protection compared
with CTE system [6]-[9]. The ETC system usually uses a “per-
ceptual” encryption, which encrypts the content visually while
keeping its file format unaltered. Therefore, content encrypted
by ETC system can be compressed with high compression
technology such as the JPEG standard and is applicable to
many services offered today. Kurihara et al. proposed a block-
based encryption for the Motion JPEG standard (Fig. 2(a)). A
bitstream, consisting of content encrypted and compressed by
Alice, is sent to Bob. Bob obtains the processed content by
decompressing and decrypting the bitstream. The system can
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compress each encrypted frame with the same compression
ratio as the unencrypted one. However, a frame may be
illegally decrypted from each frame without any encryption
key; i.e., the security of ETC system is insufficient.

To enhance the security of ETC system, we propose a cube-
based encryption for Motion JPEG. The system, shown in
Fig. 2(b), encrypts each frame not only spatially but also
temporally and guards against illegal decryption from only
one frame. To this end, we consider a video sequence to be
a large cuboid and divide it up into smaller cubes that do
not overlap. Since several blocks in the each encrypted frame
have spatiotemporal sections obtained by arranging the frames
temporally, illegal decryption from a single frame is clearly
impossible. Experiments show that the proposed encryption
method affects the Motion JPEG in quality, whereas the level
of encryption is high both objectively and subjectively.

II. BLOCK-BASED ETC SYSTEM FOR MOTION JPEG
A. Block-based Encryption

A block-based encryption [9] is shown in Fig. 2(a). The
block scrambling randomly permutes the blocks, into which
a frame has been divided such that they do not overlap. The
block rotation and inversion randomly rotates and inverts the
blocks. The directions of block rotation and block inversion are
{0°,90°, 180°,270°} and {non inversion, horizontal inversion,
vertical inversion, horizontal+vertical inversion}, respectively.
The block negative/positive transformation randomly inverts
each color of the blocks. Let C;, C/, and rand(i) be either
of {R;, G;, B;}, which are the pixel values of ith block, the
encrypted values based on C;, i.e.,

o 255 — C; (rand(i) = 0)
B Ye? (otherwise)

and a binary random value calculated at the block. The block
color component shuffling rearranges the order of the color
components in each block randomly; e.g., the pixel values
{R;, G;, B;} may be rearranged into {G;, B;, R;}.

B. Weak Point of Block Rotation/Inversion

A weak point of block rotation/inversion is that all blocks
must remain in the same frame. This means that a third party
may be able to decrypt the all encrypted blocks in the same
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Fig. 1. Procedure of encryption and compression: (a) CTE system, (b) ETC system.
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Fig. 2. Block/cube-based encryption: (a) block case, (b) cube case.

frame illegally by using a jigsaw puzzle solver [10] and a
brute-force attack, even if it does not have the decryption key
or infinite computational power. To solve this problem, at least
one encrypted block must not remain in the original frame.

III. CUBE-BASED ETC SYSTEM FOR MOTION JPEG
A. Cube-based Encryption

The cube-based ETC system consists of four encryption
methods: which are called cube rotation, cube scrambling,
cube negative/positive transformation, and cube color com-
ponent shuffling. Regarding the new methods, we consider a
video sequence to be a large cuboid and divide it into smaller
cubes that do not to overlap each other. The sequence is
encrypted by the new methods.

In the cube rotation shown in Fig. 3, each cube is rotated
in a random direction and through a random angle. The direc-
tions and angles are {vertically, horizontally, depth-wise} and
{0°,90°,180°,270°}, respectively. The details are described
in Algorithm 1. B,, By, and B, are the height, width, and
depth of a small cube, respectively. N, N, Ng, Ny, and N
are values derived from B,, B, and By. A is the set of
random numbers generated from a pseudo random number
generator (P RN G) initialized with a seed . The starting point
of the rotation (D,Y, X) is calculated from each number of
A at t. The rotation direction Dir and rotation angle Ang
are obtained from the random number at the time. % is the
remainder operator; e.g., numi % numso means num; modulo
nums. According to Dir, the cube is rotated () depth-wise
(Dir = 0), horizontally (Dir = 1), and vertically (Dir = 2).

The cube scrambling is illustrated in Fig. 4. It exchanges
the positions of pairs of cubes corresponding to each random
number. The operation is applied to all cubes. The details
are described in Algorithm 2. The first step is initialization
of N, N,,Ng, Ny, N, PRNG, and A. The function derive(-)

Video
Sequence

orizggt 1y
Vertically
Depth-wise

rotate each cube randomly

Fig. 3. Cube rotation.

Fig. 4. Cube scrambling.

means that the variables are calculated by using Algorithm 1
and a random number A(t) (t =0,1,--- , N—1). The operator
< means the exchange of two cubes.

The cube negative/positive transformation and cube color
component shuffling are almost the same as conventional
block-based case. To facilitate the discussion, we omit the
explanation here and will not mention the two methods further.

B. Robustness against Illegal Decryption

The cube-based ETC system is more robust against illegal
decryption than the block-based ETC system. In contrast with
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Algorithm 1 Cube rotation

Input: Video sequence Vi,

Output: V;,, encrypted by rotating each small cube
1: N, <« height of each frame/B,

. Nj, < width of each frame/ B,

: Ny « number of frames/By

Ns + N, X Ny,

N < N, x Nj, x Ny //Number of cubes

PRNG + ¢

A « arrange{ag, - ,an—1;a; € [0,1,---

cfort=0to N—1do

X + (A(t)%Ns)%Ny x By,

Y + (A(t)%Ns) /Ny, x B,

D « | A(t)/Ns| x By

Dir < rand()%3 //horizontally, vertically, or depth-

wise

13:  Ang < rand()%4 //0°,90°,180°, 270°

14:  if Dir = 0 then

N —1]}

R R A S

_ = e
» -2

15: /I Depth-wise rotate

16: foro=Y toY + B, do

17: Vin(D : D+ Bg,v,X : X + Bp,:) O 90 x Ang®
18: end for

19:  else if Dir = 1 then

20: // Horizontally rotate

21: for d=D to D+ B, do

22: Vin(d,Y : Y + B,, X : X + Bp,:) O 90 x Ang®
23: end for

24:  else if Dir = 2 then

25: /I Vertically rotate

26: for h = X to X + By, do

27: Vin(D: D+ Bg,Y : Y + By, h,:) O 90 x Ang®
28: end for

29:  end if

30: end for

Algorithm 2 Cube scrambling

Input: Video sequence Vi,
Output: V;, encrypted by scrambling small cubes composing
the video sequence
1: {Ny, Ny, Ng, Ng, N, PRNG, A}+<derive(Algorithm 1)
2:t+0
3: while t < N — 1 do

4 (Dq,Y7, X1)<derive(Algorithm 1, A(t))

5. (Da,Ys, Xo)<derive(Algorithm 1, A(t + 1))

6: ‘/7;"(D1 D1+ Bg, Y1 : Y1+ By, X3 3X1+Bh,i) =
Vin(Dg : Do+ By, Y : Yo + By, Xo : Xo + By, 1)

7.t t+42

8: end while
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the block-based case, the cube-based case, which utilizes mul-
tiple frames simultaneously, can exchange the blocks of each
frame with the blocks of the other frames or spatiotemporal
slices. This means that the illegal decryption from only each
frame is clearly impossible.

However, new methods of decrypting encrypted frames
illegally may be developed someday, e.g., a brute-force attack
using each cube as a unit. Here, we can evaluate new methods
by calculating the total number of brute-force attacks. The
cube rotation is decrypted by rotating each cube in all di-
rections and angles. Since there are three directions and four
angles, each cube produces a total of twelve rotation variations.
The maximum number of brute-force attacks against cube
rotation for N cubes is

N, =12V,

The cube scrambling is decrypted by moving each cube back

to its proper position. The probability that the third party can
move one in [N cubes back to its proper position is % and

the probability of it moving back one more cube properly is

ﬁ_l). Viewed in this way, the probability of it moving all

cubes properly is

N-1
1 1
Pcs: . = A7yt
E}Nﬂ NI

The maximum number of brute-force attacks against cube
scrambling is

Ne = N

Consequently, the total number of brute-force attacks against
the two cube-based methods is

N = N, x Nos = 12% x NI

For example, when the cube rotation and cube scrambling
are applied to a 288 x 352 x 256 video sequence, N.; is
126336  6336! in the case of 16x 16x 16 cube. This number is
much bigger than the 22°6 of the brute-force attacks against the
SHA-256 hash digest [11], and it is clear that attacks against
these methods in real time are difficult.

IV. EXPERIMENTAL RESULTS

We compared the compression quality of frames encrypted
by the ETC systems with that of the unencrypted frames. Three
raw video sequences Akiyo, Bowing, and Coastguard [12] were
used. Each video sequence had a size of 288 x 352 x 256 and
8-bit RGB full color space. The size of the divided small cubes
was 16 x 16 x 16 pixels in accordance with the conventional
block-based case. We experimented as follows:

1) Encrypt the frames of a raw video sequence.

2) Compress the encrypted frames with libjpeg [13], whose
compression qualities are @ = {10, 20, - - - ,100}.

3) Calculate mean bitrates of the compressed frames.

4) Decompress the compressed frames.

5) Decrypt the decompressed frames.

6) Calculate mean PSNRs of the decrypted frames.
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Fig. 5. Rate-distortion curve (mean of 256 frames): (a) Akiyo, (b) Bowing, (c) Coastguard.

The experimental results are shown in Fig. 5. The quality
in encrypted Akiyo became better than the unencrypted one.
The quality in encrypted Bowing was almost same as the
unencrypted one except for @ = 100. The quality in encrypted
Coastguard became worse than the unencrypted one. These
mean that the proposed encryption influences Motion JPEG
algorithm. We consider the reason is that the encrypted frame
containing many almost invariant textures in different frames
can be compressed efficiently by JPEG, whereas one contain-
ing other textures cannot be compressed so efficiently.

We also confirmed that the visibilities of the encrypted
frames were reduced to enhance security. A visibility compar-
ison of the 140th frame of Coastguard is shown in Fig. 6. In
the case of only cube rotation, some of the blocks are not in the
original frame. In the case of only cube scrambling and cube
rotation and scrambling, the blocks are at different positions
from those of the original frame. It is clear that we cannot
recognize the original frames in the case of cube rotation and
scrambling.

V. CONCLUSION

We proposed a cube-based ETC system for Motion JPEG.
The cube-based encryption makes the illegal decryption from
only each frame of a video sequence impossible and is
robust against a brute-force attack. Experiments showed that
the proposed encryption method affected the Motion JPEG
in quality, whereas the level of encryption was high both
objectively and subjectively.
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Fig. 6. Visibility comparison of 140th frame of Coastguard: (left-to-right) original, only cube rotation, only cube scrambling, and cube rotation and scrambling.
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