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Abstract— The N-version machine learning system (MLS) is an
architectural approach to reduce error outputs from a system by
redundant configuration using multiple machine learning (ML)
modules. Improved system reliability achieved by N-version MLSs
inherently depends on how diverse ML models are employed and
how diverse input data sets are given. However, neither error
input spaces of individual ML models nor input data distributions
are obtainable in practice, which is a fundamental barrier to
understanding the reliability improvement by N-version
architectures. In this paper, we introduce two diversity measures
quantifying the similarities of ML models’ capabilities and the
interdependence of input data sets causing errors, respectively.
The defined measures are used to formulate the reliability of an
elemental N-version MLS called dependent double-modules
double-inputs MLS. The system is assumed to fail when two ML
modules output errors simultaneously for the same classification
task. The reliabilities of different architecture options for this
MLS are comprehensively analyzed through a compact matrix
representation form of the proposed reliability model. The
theoretical analysis and numerical results show that the
architecture exploiting two diversities achieves preferable
reliability under reasonable assumptions. Intuitive relations
between diversity parameters and architecture reliabilities are
also demonstrated through numerical examples.

Index Terms— Diversity, Machine learning system, Redundant
architecture, Reliability, Software fault-tolerance

I. INTRODUCTION

UALITY assurance of machine learning systems (MLSs)

is becoming a major concern of system providers who
adopt advanced machine learning (ML) functions in their
products or services. In the development of MLSs, desirable
input-output relations are not fully specified in advance since
the behavior of ML functions is determined by the samples used
in the ML training process [21]. Correct outputs are not always
guaranteed in real user environments, even if the trained ML
functions achieve high accuracy for the testing data set.
Therefore, understanding the reliability consequence of error
outputs from an ML function is crucial in MLS design,
particularly for safety-critical domains such as autonomous
vehicles [1].

The N-version machine learning system is an approach to
improving the reliability of system outputs by introducing
redundant architecture [2]. The idea is analogous to the
traditional software fault-tolerant technique referred to as N-
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version programming that employs N =2 functionally-
equivalent independent programs from the same initial
specification [3][4]. An MLS may employ N different ML
models that are trained independently for the same task. Since
individual ML models output errors differently, the probability
of simultaneous errors from the N-version MLS can be reduced.
To make an N-version MLS effective, it is essential to include
diverse versions of ML models. Compared to software
programs, multiple versions of ML models can be generated
easily with much smaller costs by using different algorithms,
training data, and hyperparameters [5]. Moreover, outputs from
a single ML model can also be diversified by perturbating input
data for inference [6][18]. We can obtain diverse outputs not
only from different ML models but also from a single ML model
by changing input data for inference. Both the diversity among
ML models and the diversity among input data sets significantly
affect the reliability of the system output. Nevertheless,
modeling the reliability of N-version MLS with two diversities
is still underexplored [2].

In this paper, we present an analytical model for
characterizing the reliability of output from a basic N-version
MLS composed of two ML modules for classification tasks and
two sensors generating different input data. An ML module
installs an ML model to classify the input data and is connected
to either one of the sensors. The MLS outputs classification
results when two ML modules agree with the output. We
assume that the errors of the two ML models are largely similar,
and the probability distributions of the two input data are not
independent of each other. A representative example of such a
system is a perception system in an autonomous vehicle
equipped with two image sensors and two image classifiers. We
call this type of system dependent double-modules double-
inputs MLS, whose applications are not limited to autonomous
driving. The challenge in the reliability modeling for dependent
double-modules double-inputs MLSs resides in the statistical
dependence between ML inference errors. The reliability
formulation is simple if we can assume two outputs from two
modules are statistically independent. However, such an
assumption does not hold in practice since the capabilities of
ML models have a certain similarity, and the input data from
sensors also have similarities. Therefore, we introduce two
diversity measures, conjunction of errors and intersection of
errors, representing the similarity of input data causing errors
and the similarity of error input spaces for two ML models,
respectively.

We use the diversity measures to formulate the reliability of
a dependent double-modules double-inputs MLS. Depending
on the choice of input data and ML model for individual ML
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modules, there can be six architecture options (shown in Figure

2 in Section II-C). The presented reliability model is

subsequently used to show some properties of the reliabilities

of different architectures under specific assumptions on the
relation between input data distribution and error input spaces.

Finally, we conduct numerical experiments to evaluate the

reliability of dependent double-modules double-inputs MLSs in

a hypothetical setting. Our numerical results show the

advantage of two-input architectures compared with a

conventional modular redundancy scheme. The result also

gives an intuitive view of the properties derived from the
proposed model.

The contributions are summarized as follows.

1. We propose a new reliability model for a basic N-version
MLS by defining two diversity measures that characterize the
dependencies of errors by two input data and the two error
input spaces attributed by corresponding ML models. Our
formulation with a compact matrix representation gives a
useful tool to investigate the properties of architectures’
reliability in relation to the diversity measures.

2. By restricting the type of input data distributions on error
input spaces, we show some important properties that can
guide the choice of the preferable architecture in terms of
system output reliability. Except for limiting cases, our
analysis implies that the architecture exploiting two
diversities tends to achieve preferable reliability to the
architectures relying on a single diversity.

3. We provide the results of numerical experiments that help
understand the dependencies between two input data and two
ML models for computing the reliability of a dependent
double-modules double-inputs MLS. The experimental
results confirm the properties derived from the proposed
model.

The rest of the paper is organized as follows. Section II
introduces a motivating example and specifies the problem
scope; the reliability analysis of a dependent double-modules
double-inputs MLS. To compare six possible architecture
options, in Section III, we present the diversity measures and
use them to formulate the reliabilities of MLS outputs. Section
IV shows some important properties we can derive from the
constructed reliability models. Section V shows the results of
numerical experiments to show the difference in reliabilities
achieved by our redundant configuration scheme. Section VI
describes a potential application scenario and limitations of the
work. Section VII discusses related work, and finally, Section
VIII gives conclusions and potential future studies.

II. PRELIMINARIES

In this section, we first show a motivating example and
present the reliability design issue. Then we define our problem
scope and introduce the notations used throughout the paper.

A. A motivating example

As an example of MLS applications, we consider an
autonomous vehicle equipped with image sensors and ML
modules to classify input images. For safe autonomous driving
on the road, the system needs to recognize the traffic signs,
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signals, other vehicles, and other obstacles using the equipped
sensors. Relying on a single sensor and a single ML function is
not encouraged since the output of an ML module is highly
error-prone to the samples from the real world [7][8]. Thus, N-
version MLSs can be adopted to improve the reliability of
system output. Figure 1 shows a scenario in which an
autonomous vehicle needs to recognize the traffic signal in front
of the car using two cameras and two ML modules.

Traffic signal
>
Y

ML model A

ML model B

Autonomous vehicle

Figure 1. An example scenario for an autonomous vehicle on the road.

The cameras can generate different images from slightly
different angles. The ML models can behave differently on the
same input image by using different ML algorithms or training
data sets. When the outputs of these ML modules disagree, the
system does not output any inference results to avoid errors. In
other words, the system outputs an error only when both
modules agree on the inference result but the answer is incorrect.

The design issue we encounter in configuring such a
dependent double-modules double-inputs MLS is the
combination of input data and ML models for individual
modules. A wrong combination of input data and ML model
even may decrease the system output reliability. In order to
discuss this design issue and clarify our problem scope, we
introduce formal notations in the following section.

B. Reliability of MLS

We define the reliability of MLS as the probability that an
MLS output agrees with the ground truth in the real world (e.g.,
red signal). Unlike the accuracy measures of classification tasks,
we do not distinguish false positives from false negatives.
Errors can also be caused by the implementation bugs of ML
programs [9][15]. Any outputs that do not match the ground
truth are considered errors causing unreliable system outputs.

To model the reliability of MLS, we introduce the following
notations. Let x;, i = {1,2, ...} be an input data from a sensor i
and letm;,j = {a,b, ...} be a ML model. An ML module is a
unit of the MLS, which installs one ML model m; and selects
one input data source i. The ML module outputs errors when
the installed ML model does not classify the input data correctly.
Let S be the total set of possible input data, and let E; < S be
the subset of § that makes ML model m; outputs errors. The
probability that the module outputs an error can be represented
by P[xi € E]] Therefore, the reliability of MLS using this ML

module solely is given by 1 — P[xi € Ej] Throughout this
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Figure 2. Architecture options for dependent double-modules double-inputs MLS.

paper, we assume P[x,' S Ej] € (0,1) unless otherwise stated.
The possibility that the input x; occurs in a real environment
can also depend on the sensor’s capability. To consider the
randomness of sensor input, denote X; as the random variable
representing the input data x; and define uy, (x;) as the
corresponding distribution function. When we define error
function f; as

_ 1, X € E]
fj(xi) B {0, otherwise, M
the error probability can be expressed as
Plx € 8] = | fiGodux, . @

Note that P[xl- € E]] is the expectation of the value of f; for
given input data distribution, and the value should be in (0,1).
fj is also called score function and is used for representing the
reliability of multi-version software systems [37][38]. We use
these notations in the following reliability models.

C. Double-modules double-inputs MLS

With the reliability function defined above, next, we
formulate the reliability of MLS with redundant configuration.
Given two different sensor inputs x; and x, and two different
ML models m, and m, , there could be six different
architecture choices which are categorized into three types, as
shown in Figure 2. Note that no matter which architecture is
adopted, the final output of the MLS is determined by voting on
two modules’ outputs. Voting strategies are commonly adopted
in multi-version machine learning systems [5][26][36]. In our
study, we assume that the MLS outputs the prediction results
only when two modules output an identical result. Therefore,
we consider the reliability of system output by the probability
that both two modules’ outputs are correct. If any one of the
modules outputs an error, the voter cannot judge which output
is correct and hence discard all the outputs. The system may
issue an alert to higher-level modules or users when
encountering such conditions several times. We do not consider
this case as a system failure in this paper. The reliabilities of the
six architectures are characterized by the input data
distributions and error functions as formulated below.

1. Double-models single-input (DMSI) architecture
In this architecture, two ML modules employ different ML
models while choosing the same input data. Depending on
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which input data (x; or x,) is chosen, there are two
architecture options. The reliabilities of these architectures
can be represented by
Rpmsigny, = 1= Plx; € Eq N Ep], 3)
Rpmsigny, = 1 — Plxz € Eg N Ep].
Given the input data distributions gy, (x1) and py, (x;), the
reliabilities can also be expressed as

RDMSIaM,_1 =1- ffa(xl)fb (xl)dllx1 (x1),
RDMSIanb,2 =1- J-fa(xz)fb(xz)dllxz (x2).

2. Single-model double-inputs (SMDI) architecture
In this architecture, both ML modules employ the same ML
model but choose different sensor input data resulting in two
potentially different outputs. Depending on which ML model
(mg or my) is employed, there are two architecture options.
The reliabilities of these architectures can be represented by
Rsmpig 1, =1 Plx; € Eq,x; € E,], )
Rsmpiy 0y = 1— Plx; € Ep, x, € E}].
Let uy, x,(x1,x;) be the joint distribution function of two
input data. The reliabilities can also be expressed as

RSMDIa,mz =1- J-fa(xl)fa(xz)dﬂxl,Xz (x4, %2),
RSMDIb,mZ =1- ffb(xﬂfb(xz)d/ixl,xz (1, x2).

3. Double-models double-inputs (DMDI) architecture
This architecture uses two different inputs and two different
ML models. Two ML modules deploy different ML models
and choose different sensor inputs. Depending on the
combination of input data and ML model, there are two
architecture options in this case as well. The reliabilities of
these architectures can be represented by
Rpmprgnp, =1 Plx; € Eq, x; € Ep), ™
Rompig s = 1= Plxa € Eg, %1 € Ep].
With the joint distribution function of two input data, the
reliabilities can also be expressed as

RDMDIa_mb_2 =1- ffa(xl)fb(xz)d#xl,xz (x1,%2),

RDMDIa,an,1 =1- J-fb(xl)fa(xz)dﬂxl,Xz (x1, %2).

4)

(6)

®)

The architecture reliability comparison is easy if we can
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assume the two modules’ outputs are independent. When we
know the reliability of individual modules’ outputs, the
reliability of redundant configuration can be simply computed
by combinatorial reliability models such as reliability block
diagram [11] or fault tree [12][13]. However, the independence
assumptions on the input data distributions and the errors of
different ML models are unlikely to hold in practice. Moreover,
we hardly obtain complete knowledge about the degrees of
dependence between two ML models and two input data sets
[6]. The architecture reliability comparison under such
conditions is not a trivial issue.

D. Problem

With the above notations of MLS architectures’ reliability,
the general problem we try to address in this paper can be
described as follows.

MLS redundant configuration problem. Given two different
sensor inputs x, and x, with two different ML models m,
and my, for the same classification task, determine the best or
preferable architecture options in terms of system reliability
without knowing the complete information about the input
data distributions and error input sets of the ML models.

Answers to this problem must give guides to choosing a
suitable configuration of redundant MLS architecture. Since we
do not have complete knowledge about the input data
distributions or the errors of ML models, the best option may
not be determined due to the lack of information. However, any
additional information may help screen inappropriate options
regarding system reliability. Finding preferable architecture
options from any available information is practically
meaningful in the design of reliable MLS.

III. DIVERSITY MEASURES AND RELIABILITY MODEL

Instead of directly approaching input data distributions and
error spaces of ML models, we attempt to characterize the
architecture reliability through the diversities among the
modules. In this section, we define two diversity measures and
formulate the architecture reliabilities in a compact matrix
representation form.

A. Diversity measures

Input data from different sensors must be very similar since
both sensors observe the same target. On the other hand, the
error tendencies of different ML models must be similar since
both the models are trained for the same task and possibly
trained from the same data sets. The degree of these similarities
must influence the system reliability and may bring useful
information to determine the preferable architecture option. To
incorporate the factor of dependence quantitatively in the
reliability model, we introduce two measures of diversity.

Intersection of errors (model similarity). Let E, and Ey, be the
subsets of input space S that make machine learning models
m, and my, output errors, respectively. For an input data x;
sampled from distribution pix (x;), the intersection of errors

Apa,i is defined by the conditional probability
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Plx; € E, N Ep]
Aplai = Plx; € Ep|x; € Eq] = TP eE] ©
where Px; € E;] > 0.

The intersection of errors represents the degree of overlap
between the sets E, and E},. The larger the elements of Ej,
overlaps the elements of E,, the value of @y ; becomes larger.
Since E, and E, are attributed to the capabilities of different
ML models, their intersection indicates how two models
resemble in terms of error input space. The smaller intersection
decreases the probability of common errors of m, and m,,,
which corresponds to the smaller model similarity.

Conjunction of errors (input similarity). Let x; and x; be the
input data that follow distributions py, (x;) and py,(x;),
respectively. For a machine learning model m; whose error
space is given by Ej, the conjunction of errors B 1 is defined
by the conditional probability

[x1 €EE,x, € E]-]

P[x, € Ej]

P
lezll = PT[XZ € Ejlxl € E]] =
(10)
where P[xl € Ej] > 0.

The conjunction of errors represents the possibility of both
inputs x; and x; fall into error outputs by the process of the same
ML model m; . The larger similarity there is between
distributions iy, (x1) and py, (x;) in error space Ej, the value
of Bj »)1 becomes the larger. The difference in distributions can
be regarded as the diversity of the sensors’ capabilities. The
smaller conjunction decreases the probability of double errors
due to the smaller input similarity.

With the defined diversity measures, the reliabilities of DMSI
and SMDI architectures can be expressed as

Rpmsignp, = 1= Apjaa * P[x; € Eg]

=1—agp - Plx; € Ep, (11
Rsmpigin, =1 = Bazp Plx; € Eg]

=1— P12 Plx; € E,].

From the expressions, we can derive the bounds of Rppysy,,,,
and Rgypy, , ,, as follows.
1 —min(P[x; € E], Plxy € Ep]) < Rpumsign,, < 1 )
1 —min(P[x; € E,], P[x; € Eo]) < Rsmpig,n, < 1.
The upper bound is given when the value of diversity is equal
to zero, which means there is no intersection or conjunction of
errors between the two modules. On the other hand, the lower

bound is given when the value of diversity is equal to one,
which means two models are identical or inputs are identical.

B. Reliability model for DMDI

Since DMDI architecture uses two sensor input data and two
distinct ML models, both model diversity and input diversity
can influence the architecture reliability. Let us first consider
the reliability of DMDI, 1np,. The probability that the two
modules in DMDI, 1, , output errors simultaneously is given
by P[x, € Eg, x, € Ep]. Assume that input x; causes an error
of m,, the error probability of MLS can be given by
conditioning whether x, also causes an error of m,.
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Plx, €E,, x, EE)] =
Plx, € Ey|x, € E;,x; € E;] - P[x, € Eg|x; € E,]
-Plx, €EE, ]+
Plx; € Ey|x, € Eg, X1 € Eg] - Plx; € Eglx; € E,]
: P[xl € Ea],
where E = S \ E represents the complementary set of E and
P[x, € E;|x; € E;] € (0,1) . The first term of the above
expression corresponds to the probability that x, occursin E, N
E},, while the second term corresponds to the probability that x,
occurs in E; N Ejp. Define the parameters
Ap2jainz = Plx; € Ep|x, € Eq %1 € B4, (14)
Ap2jainz = Plx; € Ep|x, € Eq, xq € Egl.
Since P[x, € E,|x; € E,] complements P[x, € E,|x; € E,],
using the input diversity B, 5|1 the reliability is expressed as

(13)

- [ab,2|a,1n2 'ﬁa,2|1 + ap2)a,1n2 (15)
(1= Bazin)] - Plxy € Eql.

If E, and E, are identical, @} ;jq102 = 1 and @p5iq102 =0,
which results in Rpypir,, ..,

RDMDIa,mb,z =1

= Rsmpig 0, EXpression (15)
characterizes the reliability of DM DI, 1, » by the combination
of model similarity and input similarity. We discuss the
relationship between different architecture options through the
set of diversity-associated parameters in the following section.

C. Matrix representation

In the derivation of the reliability of DMDI, 1, above, we
condition the error probability by the occurrence of error
conjunction with x; € E,. Applying the same conditioning to
the expression for the reliability of DMSI,p 1, we have

Plx, €EE,, x; EE,] =
Plx, € Ep|x, € Eg, %, € Eg] - Plx, € Eg|x; € E,]
“Plx; €E,] +
Plx, € Ep|x, € Eq, %1 € E;] - Px; € Eg|x € E]
' P[xl € Ea],
where P[x, € E,|x, € E,] € (0,1). When we define
Ap1jain2 = Plx1 € Eplx; € Eq, %1 € Egl,
Ap1jainz = Plx1 € Eplx; € Eq, %1 € Eg],
the reliability of DMSI,p, 1 can be expressed as

(16)

(17

1- [“b,1|a,1n2 *Bazir + Apijainz (18)
: (1 - :Ba,2|1)] Plx; € Eg.
In a similar manner, the reliabilities of DMDI; 5np,1 and

RDMSIaM,,1 =

DMSI,np, are derived by conditioning whether error
conjunction occurs at x, € E,.
RDMmalzm,,1 =1- [ab,1|a,1n2 'ﬁa,1|2 + Qp1jain2 (19)
: (1 - .Ba,1|2)] " Plx, € Eg],
Rpmsigap, =1~ [“b,2|a,1n2 “Banijz + Ab2ja1n2 (20)
: (1 - Ba,1|2)] ‘Plx, € E,],
where
Ap 11010z = Plx1 € Ey|xy € Eq, x, € By, 1)

Apjainz = Plx; € Eplx; € Eq, X, € Eg).

The expressions (15)(18)(19)(20) can be merged into the
following matrix representation.

Rb|a =/, _Ab|a 'B-la— Py,

where (22)
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R [ Rpmstanna RDMDIa,znb,l]
bla = RDMDI RDMSI ’
a,1nb,2 anb,2
.=y
_ [®b1lainz  Xp1jainz  Ap,1]aIn2
bla — [ab,2|a,1nz Ap2|a1n2 ab,zla,Tnz]'
Ba _ .Ba,2|1 1- .Ba,2|1 0 ]
.Ba,1|2 0 1- .Ba,1|2 ’
p = Plx, € E,] 0
@ [ 0 Plx, € Ea]]'

The matrix Ry, represents the reliabilities of four different
architectures. J, is a two-dimensional all-ones matrix. The
elements of A, are associated with the intersection of errors
in E, over E,, while the elements of B, represent the
conjunction or non-conjunction of errors in E,, and P,
represents the error probabilities on E, by inputs x; and x».

The matrix term B} - P, in (22) can be represented by the
functions of Rgypy, , ., as follows.

BT -P,
[ Bazpn - Plx; € Eql Baij2 - Plx; € E,]
= (1 - :3a,2|1) “Plx; € E/] 0
0 (1- ﬁa,1|2) “ Plx; € Eq]
1= Rsmpirg 1, 1= Rsmpig 10,

= |Plx, € Eal + Rsupigyy — 1 0 ,

0 Plx; € Eq] + Rsupig 1y — 1

(23)

Therefore, the expression (22) characterizes the relationships
among the reliabilities of five different architectures out of six
options (i.e., only Rsmpiy, 1 is not associated).

A similar derivation can be carried out by conditioning the
error conjunction or non-conjunction in Ej. As a result, the dual
of Ry, can be obtained by exchanging E, and Ej, in (22).

Ryp =J2—Agp - By - Py,
where
R = Romsignn:  Rompiginn,
alb = RDMDIa,znb,1 RDMSIaﬂb,z '
Xa1p1n2  Xa1p,1nZ  Xa,1|p,In2
= 24
alb [aa,2|b,1n2 Qg 21b1nZ aa,2|b,Tnz]’ (24)
Bozn 1= Boa2n 0
Bb = )
Boa)2 0 1= Bpaj2
p _[P[xleEb] 0 ]
b= 0 P[x, € Ep]I
Since expression (24) includes the term
Bj P,
By2p1 - Plx; € Ep] Bya)2 - Plx; € Ep]
= (1 - .Bb,2|1) “Plx; € Ej] 0
0 (1 - .Bb,1|2) - Plx, € Ep]
1- RSMDIb‘mz 1- RSMDIb,mz
= P[.xl E Eb] + RSMDIb,lﬂZ - 1 0 .
0 P[x2 E Eb] + RSMDIb,lﬂZ - 1
(25)

the relationships among the reliabilities of five different



This article has been accepted for publication in IEEE Transactions on Emerging Topics in Computing. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TETC.2023.3322563

IEEE TRANSACTIONS ON EMERGING TOPICS IN COMPUTING 6

architectures out of six options are represented by expression
(24) (i.e., only RSMDIa,mz is not associated). By definition, Ry,
and R, satisfy the following relation.
Ryp = RZla (26)

Consequently, the relationships between the reliabilities of six
different architectures can be characterized by diversity-
property matrixes Ap|q, Aqp, Bq and B, under the relation (26).

In the above derivation, for a given event x; € E, first, we
assume error conjunctions in E, and then consider the
intersection to Ej. One can also derive a similar relationship in
inverse order; i.e., first assume that the error occurs in the
intersection of E, and E;, and then consider the conjunction of
errors by another input. The reliability matrices can be
represented as Ry|; and Ry, which satisfy the relation Ry, =
R;ll. Since the derivation is mostly the same as described above,
we omit to show this case for brevity.

Both the equalities Ry, = Rgla and Ry, = R;l1 can fully
represent the relations among six architectures’ reliabilities and
diversity-associated parameters.

IV. ARCHITECTURE PROPERTY ANALYSIS

Using the reliability model shown in expressions
(22)(24)(26), we discuss the properties of these architectures
that may help the decision of relevant architecture choice in
terms of MLS reliability. The exact values of diversity
parameters such as 4,, and B, are not obtainable in practice.
However, we can argue a preferable architecture through the
analysis of the relation of these diversity values. In the
following discussion, we first show the general property
derived from the model and then present some special
properties that can be shown under a specific type of joint
distribution for the input data set.

A. General properties

An interesting question about the presented architecture
model is which architecture achieves better reliability than
another architecture under specific conditions on the diversity
metrics. In other words, it is interesting to know if the value of
the diversity metric can determine the preference of the
architecture in terms of reliability. To investigate this, first,
consider the reliabilities difference between the elements of
Ry, and Rppy, , ,,- Define the reliability difference matrix by

Hb|a = Rbla - RSMDIa,mz Ja- (27)
By definition, Rsupy,,,, can be expressed either by Bg 1 -
P[x; € Eq] or by Bgq)2 - P[x, € E,]. We can write

RSMDIa,1n2 Jo=J2— BZT “Pg, (28)
where
B} = [ﬁa,2|1 ﬁa,1|2]T (1 1] = ﬁa,2|1 ﬁa,2|1]. (29)
Ba,llz Ba,llz
Applying (22) and (28) to (27),
Hyo =], —Apja-Ba Po— Uz — B - Py)
= (B — Apja - Bi) * Pa. (30)

The expression (30) shows that the conditions where DMDI
and DMSI architectures achieve higher reliability than
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Rsmpign, €an be provided by the sign of BT — A, - Bg.
Thus, we have the general property which characterizes the
reliability difference of the architectures as described below.

Lemma 1. Given a parameter matrix Ap|q, the reliabilities of
DMSI,np 1 and DMDI, 1y, , monotonically increase against
the reliability of SMDI, 10, as Pqgzj1 increases, while the
reliabilities of DMDI, ;4,1 and DMSI,,,, monotonically
increase against the reliability of SMDlg1ny as Paa)2
increases.

The proof of the lemma is presented in Appendix. The lemma
implies that the architectures employing double models (i.e.,
DMDI and DMSI) tend to be preferable compared with the
single model architecture (i.e., SMDI) when input x; has higher
conjunction with x, in E,. Note that the condition where the
double-models architecture becomes preferable to single-model
architecture is given by Hpq > 0. In order to investigate the
condition, we need to understand the lower and upper bounds
of Hy|, with respect to 8, 51 and S, 1|2, which are given in the
following lemma.

Lemma 2. Given a parameter matrix Ap\q, the lower and upper
bounds of Hy,|q as the functions of g1, Ban)z € (0,1) are
given by

. _ [%,1ja1nZ  ~%p,1jaIn2
inf Hyjq = —Q®p2|a,1nZ _ab,2|a,Tnz] @
_(H3&" P, Plxy € Eg] < Plx; € B,
sup Hbla - HSWP2 . p p >
bla "ta [xz € Ea] = P[xl € Ea]:
_\_, P[xZEEa] P[xZEE_a] ‘,_
& ——a P,
Hsupl — ! P[xl € Ea] bala1n2 P[xl € Ea] !
Bla _ Plx; € E,] Plx, €E,] _ |
%2 plx, € E,] “?9107 Py eE,] *
_\_, o P[xl € Ea] P[xl € E_a]_
a - — a _ " —
HsupZ — ! ! P[xz € Ea] b.da.1n2 P[xz € Ea]
Bla . Plx €E,] Plx; € E,l|
(%2 %2 P e g, *P2ein2 pr e k]

Whe}’e C(l = 1 - ab_1|a_1nz and az = 1 - ab'zla'lnz.

€1y}

The proof is presented in Appendix. Since all the elements of
the lower bound infH,, are negative, double-model
architectures achieve lower reliabilities than the single-model
architecture at the lower bound. By Lemma 1, the values of
H},|q increases monotonically in terms of B, 51 and B, 2, the
sign of sup Hp,, determines changes in the preference. From
Lemma 1 and Lemma 2, we have the following proposition.

Proposition 1. Given a parameter matrix Apq, when (ij)-
element of sup Hy|, is positive, there exists a unique
changing point in the increasing value of Bq 51 (when j=1) or
Bajyz (When j=2) at which the reliability of SMDI,1n,
becomes lower than the reliability of DMSl,n, 1 (ij=1),
DMDIg1np2 (=2, j=1), DMDIlysnp, (i=1, j=2), or
DMSlaps (ij=2).

The values of B4, and By ), that give the changing points
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satisfy Hp,|, = 0. From (10), the condition can also be derived
from the equation B} = Ay, - Bg.

»

Reliability

DMDIg 1np,2

DMSInpa

SMDI; 102

0 ﬁa,z\l 1

Figure 3. The example shows that the reliability of SMDI, ;, decreases as
the value of f5,,; increase.

Figure 3 shows an illustrative example of Proposition 1. The
reliability of SMDI, 1n, decreases by the increased fq1
representing the higher conjunctions of errors. While
SMDI, 1n, achieves the highest reliability when B, 5|4 is low, it
drops to the least option when B, is close to one. The
implication is that SMDI, 1, is a preferable architecture when
we can obtain any confidence in the small value of B, 5 (i-e.,
error conjunction of inputs x, with inputs x; seldom occurs).
A similar property can be derived from the elements of Ry,
in comparison with Rgpypy, , ,,- Define the reliability difference

matrix by
Halb = Ra|b - RSMDIb‘mz J2- (32)
The matrix can be expressed as
Hy, = (BiT —Aup - BY) - Py,
By, By, 33
Bf = [Bozn Boapl™ - [1 1] = b2it Poan| (33)
Boaiz Bovap

Note that (33) represents the same relation with (30), only by
substituting @ with b. Consequently, the duals of Lemma 1,
Lemma 2, and Proposition 1 can be shown as well.

Furthermore, the difference in the elements of R,; and
DMSI,;np 1 can be characterized by the reliability difference
matrix Hy; = Ry)y — DMSlynp 1 - J2, while the difference in
the elements of Ry, and DMSl,n, , can be characterized by the
reliability difference matrix Hy; = Ry, — DMSlyqp 5 - ], For
Hj |, and Hyj;, by similar derivation steps, we can show the
monotonicity, the bounds, and the changing points in terms of
abla,la aa|b,1a abla,z and aa|b,2~

B. Properties under restricted distributions

The previous section shows the general property of the
difference in architectures’ reliabilities regarding diversity
metrics without restricting the type of input data distributions.
However, Proposition 1 is still insufficient to judge the
preferable architecture for given conditions on the diversity
measures. For example, the preference between DMDI, 1 2
and DMDI, ,np 1 cannot be characterized through the property
of either Hy, or Hg),. To derive any useful information to
select the architecture, we may need more information about the

© 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

input data distributions. In the following, we consider three
special cases where additional assumptions restricting the type
of input data distributions help architecture selection.

1) Case 1: Input superiority is known
First, we assume that input data X, is more error-prone than

X, for any error space Ej, and clarify the conditions on diversity

measures to decide the preferable architecture in this case. The

assumption is likely to hold in practice when there is a non-
trivial difference in sensors’ capabilities (e.g., an old sensor
always induces more errors than the new sensor). The

assumption can formally be described as, for any subset E* C

Eq U Ep, the joint distribution py, x, (x;,x;) satisfies P[x; €

E*] < P[x, € E*]. Under this assumption, we have relations

Plx, € E;] < P[x, € E,],
Plx, € E}] < P[x, € Ep].

The above two inequalities also yield relations
Plx; EE; NE,] < Plx; €E,x, €EE)] < Plx, € E; NE],
Plx; EE, NE,] < Plx; € Ey,x, € Ej] < Plx, € E;NEp].

(35)

Under this assumption, the architecture reliabilities satisfy

(34)

Romstanns = (Rombigsnp o ROMDIGz0p1) 2 RoMS1gny, (36)
The inequality indicates that DMDI;, 1,2, DMDI, 5np 1 and
DMSI,np, are not considered the best architecture option
regardless of the values of diversity measures. Then, the
question is which architecture would be the best among
DMSI np1, SMDI, 1, and SMDI, 1, . The answer to this
question is provided in the following proposition.

Proposition 2. Assume that the joint distribution py, x, (%1, x3)
satisfies P[x, € E*] < P[x, € E*] for any subset E* € E, U
Ey. The most reliable architecture is given by either

. Ap1)a,1nZ
SMDI, 10p  if Basp < ' and
a,1n2 a,2|1 1 + _
— ®paja,1n2 T Xp,1]a,1n2
B <B Plx; € Ej]
a2|]1 = Pb211 " pro = 1’
P[xl € Ea]
. Xa,1|p,102
\ SMDI if B < a1ib. and
b,1n2/ b2l1 =7 _
— Ag1pin2 T Xa1jp,1nZ
Plx, € Ep]
Ba,le = ﬁb,le ) P[xl cE ]'
a
DMSI;np 1, otherwise.
(37)
Bo 2
1
Qa,1|b,10Z
SMDI,
1—agipinz + %a1p1n2 S a1n2
SMDIy 1y
D DMSIanb,l
0 Ap 1)a,10Z 1 Bazt

1-ap1ja1n2 + Ap1ja1n2

Figure 4. Boundary conditions of the most reliable architecture.
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The proof of the lemma is presented in Appendix. Figure 4
visualizes the above conditions on (:Ba,zll' ﬁb,zu) coordinates.
As shown in Figure 4, intuitively DMSI;n;, ; becomes the best
architecture choice when we observe higher conjunction of
errors (i.e., larger B, 511 and By 5)1)-

2) Case 2: Model superiority is known
Next, we assume that the errors in Ej, occurs more frequently
than the errors in E, by any input data set and derive the
conditions for deciding the preferable architecture in this case.
The assumption restricts the shape of input data distributions,
in particular over error spaces E, and E,, while it seems
relatively acceptable in practice as the error frequencies are
largely dominated by the ML models’ capabilities. The
assumption can be described formally as; for any input data x;
follow the input data distribution uy (x;) or uy,(x;), it
satisfies P[x; € E;] < P[x; € Ep]. Under this assumption, we

have the following relations.
Plx, € E;] < P[x; € E}],

Plx, € E,] < Plx, € Ey|. (38)
The two inequalities also yield the relations
Plx, € E;, x; € E;] < Plx; € Eg, x; € Ep]
< P[x; € Ey,x, € Ep), (39)
Plx, € E;, x, € E;] < Plx, € Ep, x, € E]

< P[x, € E,, x, € Ep].

Under this assumption, the architecture reliabilities satisfy
RSMDIa,mz = (RDMDIa,mb,z’RDMDIa,zr\bJ) = RSMDIb,mz' (40)
In this case, either SMDI; 1, , DMSlynp1 or DMSI;np 2
becomes the most reliable architecture, which can be
determined by the following proposition. We omit the proof,
but it can be shown using the matrix H|; and H,|, in a similar

derivation step as shown in the proof of Proposition 2.

Proposition 3. Assume that P[x; € E;] < P[x; € Ep] satisfies
for any input data x; follow the input data distribution
Ux, (x1) or iy, (x;). The most reliable architecture is given

by either
) ﬁa,z anb,1
DMSlgnp1, i @pjqn < 1— ,Ba,z|anb,|1 + Bazjanb 1 and
Plx, € E,]
Dlar = Fvla2 " pL g’
< . fa < ﬁa,1|anE,2 and
anb,2» bla2 =7 Bajanp2 + Bajjans,2
Plx, € E ]
L Y AL
SMDI; 10z, otherwise,
where

Bazianns = Plxz € Eq|x; € Eq, %1 € By,
Bazjans1 = Plxz € Eqlx; € Eg, x; € Ep],
Bajanb2 = Plx1 € Eqlx; € Eg, x; € E],
Bajanb2 = Plx1 € Eq|x; € Eg x; € Ep].
(41)
Proposition 3 indicates that SMDI, 1, becomes the best
architecture choice when we observe a higher intersection of
errors (i.e., larger @p|q1 and ap)q ).
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3) Case 3: Complementary models and inputs are given
In the above two possible scenarios with reasonable
assumptions, we find that DMDI architectures are neither the
best architecture nor the worst architecture choice. An
interesting question is whether DMDI architectures can become
the best option in terms of reliability under a reasonable
assumption. The answer could be yes when the two input data
distributions have a complementary relationship about the
error-proneness of the different ML models. The assumption
can be formally defined such that for any subsets E; S E,; and
Ej € Ey, the joint distribution uy, x, (x4, x,) satisfies P[x; €
E;] < P[x, € E;] and P[x, € E;] < P[x; € E;]. Under this

assumption, we have
Plx, € E,] < P[x, € E,],

Plx, € Ey| < Plx, € Ey . (42)
The two inequalities also yield the relations
Plx; € E; x, € Ep] < Plx; € E; N Ey]
< Plx;, € Ep, x5 € E,], 43)

Plx, € E;, x, € Ep] < Plx, € E; N Ep]
< P[x, € E},x, € E,].
Under this assumption, the architecture reliabilities satisfy
Rombta sz = (Romsianr RoMIanss) = RomDIqzns (44)
Using Hy|, and H;,, we can show the next proposition that
clarifies the conditions where DM DI, 1, can achieve the best
reliability among other architectures.

Proposition 4. Assume that the joint distribution iy, x, (X1, X7)
satisfies Plx; € E;] < P[x, €E;] and Plx, € Ey] <
P[x;, € E}] for any subsets E; € E, and E; € E;,. The most
reliable architecture is given by either one of the following.

. Op,2|a,1n2Z
SMDI, 107, if Bgopn < T ———— and
Plx, € E, ]
Baz11 < Boaj2 'm,
< . ®a,1|p,1n2
SMDI}, 10z, lf.Bb,1|2 < 1— Taxmins + Tasiotns and
Plx, € E}]
Baz11 = Boaj2 'm.
DMDI 10p,2 otherwise.
(45)
Figure 5 visualizes the above conditions on (ﬁa,ZIl'ﬁb,llz)
coordinates.
Bo1j2

1

Aq,1|b,1n2

O sMDIg 0,
[0 smp1y 10,
[0 DMDI, 10y,

1= ag1p1n2 + Aa1pp102

0 Qp2ja1n2 1 Bazi1
1= ap2ja1n2 + @ 2ja,102
Figure 5. Conditions where DMDI architectures achieve the highest

reliability.
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By symmetric assumption, we can also derive the conditions
where DMDI,,np1 can achieve the best reliability.
Alternatively, when we assume the input data distributions
Uy, (x1) and py, (x;) satisfy Plx; € E;] < P[x; € E,] and
P[x, € E;] < P[x, € E,] for any x; and x,, we can show the
conditions where DMDI, 1np,, can achieve higher reliability
than DMSI,np 1 and DMSI,np 5.

In a summary of the above discussions, we can have guides
to decide the appropriate architecture in terms of reliability by
restricting the shape of input data distributions. For instance, if
we observe more errors from the sensor input x, than the input
x, , from Proposition 2, it is not encouraged to choose
DMSI,n, , considering its reliability. In practice, the values of
diversity measures are not very close to either zero or one. From
(36) and (40), DMDI could be considered a neutral and
conservative choice when there is not much information about
the preference of input data and ML models. However, it is not
a trivial decision to select DMDI, 1y, » or DMDI, 5 4 because
when either one choice achieves the best reliability, the other
one becomes the least reliable architecture, as seen in (44).

C. Property under the conditional independence

In the proposed reliability model, we used the conditional
diversity parameters such as @y, 5|,1n2 and @p 3)q,1nz- Although
they have monotonic relation to apq, = P[x, € Ep|x, € E,],
their exact values are hard to be inferred from observations.
Therefore, even if the input data distributions are restricted, as
discussed in the previous section, it is still difficult to estimate
how much the selected architecture achieves higher reliability
than the others. In contrast, when we assume the independence
of individual ML modules’ outputs, the difference in
architectures’ reliabilities can be easily computed. In this
section, we attempt to narrow this gap by introducing the
assumption of conditional independence [35] between the
different diversity —measures. With the conditional
independence assumption, the intersection of error spaces can

be considered independently of the effects of error conjunctions.

This means @y, q1n2 = P[x; € Ey|x; € E4,x; € E,] becomes
equal to ap|q, = P[x; € Ep|x, € E,], since the occurrence of
the event x; € E, does not affect the conditional event
P[x, € Ey|x, € E;]. Assuming that P[x, € E;] < 1, we can
also have
Ap2jainz = Plx; € Eplx, € Eq,x; € Eg]
= P[x, € E}|x, € E,]
_ Plx; € Ey] — apjq2 - Plx; € Eg
h 1—Plx, € E,]
The reliability of DM DI, 1p » expressed in (1) can be rewritten
by two diversity-related parameters @p,|q, and Bq 51 as

(46)

Rpmprgnp, =1 Plx; € Eg] -
Plx; € Ep] — apjaPlx; € Eg]
Apjaz2 " Bazpn + 1—Plx, €E,] (1= Baz)
_ P[xl € Ea]
1—Plx, € E,]
[“b|a,2 ' (ﬁa,zu —P[x, € Ea]) + Plx, € Ep] - (1 - Ba,2|1)]-
(47)
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Since the reliabilities of DMSI;n, , and SMDI, 14, can also be
expressed using these parameters
=1—apa2 " Plx; € E,],
Rsmpigsn, =1 = Bazjn - Plxy € Eql,
the reliabilities of these architectures can be directly compared
under given individual modules’ reliabilities with two
additional variables |4, and B, 1. This model corresponds
to the previous model presented in [2]. From (47) and (48), we
obtain the next proposition.

RDMSIanbz

(48)

Proposition 5. Assume that the intersection of errors is
conditionally independent of the conjunction of errors, i.e.,
Ap2jainz = Apjaz and Apzjq1nz = Plx; € Eplx; € E,l .
Given the modules’ reliabilities P[xi € Ej] € (0,1),i =
{1,2},j ={a, b}, the most reliable architectures among
DMDI, 1np2, DMSIynp 2 and SMDI, 1, can be determined
by the following conditions on the values of apq, and Bg )1

DMSlynp .z, if 0(@pja2s Bazt) — Abjaz - Plxz € Eg] = 0 and
Plx, € Ej]
Bazi1 = Apjaz Pl €L’
\SMDIy 102, ifw(abm,z:ﬁa,zu) —Bazn- P[x, € E,] = 0 and
Plx, € Ep]
Bazi1 < Apjaz Pl €E.]’
DMDI, 1np 2, otherwise.
where
P[xl € Ea]
w(@pja2 Bazp) = 1Py, €E.]

[a'b|a,2 : (ﬁa,2|1 —P[x, € Ea]) + P[x; € Ep] - (1 - .Ba,2|1)]-
(49)
Figure 6 visualizes the reliability differences of DMDI, 1p 2,
DMSI,np, and SMDI, 14, by varying the parameter values
@p)q,z and Bg o)y under given modules’ probabilities P[x; €
E,]=01, P[x, € E;] =0.2 and P[x, € E,] =03 . The
difference of architecture’s reliabilities is quantitatively
comparable when we obtain the estimates of diversity measures
as well as modules’ error probabilities.

- Romblain:
D Rowmst iy
D Rsvotgin.

1.0

Figure 6. Reliability differences of DMDI, 1np,, DMSIynp, and SMDI, 1,.

In a similar way, the reliabilities of DMDI; 5np 1, DMSIynp 4
and SMDI}, 14, can be directly compared by using the two
variables @pq; and By, . However, to compare all six
architectures, we need at least four diversity-associated

variables, such as (a’ma,l, Apja2s Bazir Bb_2|1).
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V. NUMERICAL EXPERIMENTS

In this section, we present the results of numerical
experiments to show the reliabilities of dependent double-
modules double-inputs MLS under hypothetical distribution
and error functions. We examine that the properties derived
from our reliability model presented in the previous section give
the guides to choose the relevant architecture options without
having complete knowledge of input data distribution and error
functions.

A. Hypothetical setting

For the purpose of the experiments, we extend the domain of
the joint distribution iy, x, (%1, x;) to R?. The two continuous
random variables X; and X, are assumed to follow

Hx, x, (X1, %2). We adopt a bivariate normal distribution
1

Z
(x1,%2) = -eX{——————}
#X1.X2 142 21{0‘X10'X2 1= pz p 2(1 _ pZ)

where
(r - ﬂxl)z n (x: = sz)z _ 2p (31 = A, ) (x2 — Ax,)

2 2
0'X1 O'Xz

Z =

)’

0Ox,0x,

(50)
Ax, and A, are the means, oy, and oy, are the variances, and p
is the correlation coefficient of X; and X,. The dependence of
two input data x; and x, can be characterized by the value of p.
The marginal distributions are given by X; ~ V' (AX - 0)?1) and
X; ~ N (A, 0%,) , where V'(4,02) represents the normal
distribution with mean A and variance o%. For the sake of
visualization and reliability computation, we define error input
spaces for individual ML models m, and m, by closed
intervals on R as E, = [ef", eM™] and E}, = [ef"", ef"®].
An example relation between two different error spaces with a
joint distribution of two input data can be visualized as shown
in Figure 7, where the horizontal and vertical axes represent the
values of x; and x,, respectively.

m
O
3
m
o

X

-4 -2 0
Rt

N
~

Figure 7. Error input spaces over binormal distribution with p = 0.5.

The colored regions show the error spaces for x; €
[-1.5,0.6],x; € [-0.9,0], x, € [-1.5,0.6] and x, € [-0.9,0],
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while the circles represent the counter lines shaped by the
bivariate normal distribution with the parameters
(A, Ax, 02, 0%,p) = (1,—1,1.5,1.5,0.5) . Note that the
above hypothetical distribution and the error function are
introduced as instances of the general distribution and the error
function used in the reliability model. The visualization of this
configuration gives an intuitive view of the interrelation
between dependent input data and dependent error spaces. For
example, consider the point (x4, x,) = (—0.1,2), ML model
m,, outputs error for x,, but neither model outputs error for x,.
The probability density of such a case can be given by
Ux, x,(—0.1,2). The probability of error output by an ML
module can be computed by integrating the probability density
of the corresponding input data and the error space. For
example, the probability of x; € E, is given by

Plx, € E,] = ffa(xl)dlixl,xz(xl:xz) = ffa(xl)d,qu(xl)

max
€a

= o Hxy (x)dx;.

min
€a

(51

B. Baseline comparison

The benefit of the proposed dependent double-modules
double-inputs MLS can be measured by the improved reliability
compared with the MLS relying on a single module. The
reliability can also be improved by adopting a simple
redundancy scheme without using different sensor inputs,
which corresponds to DMSI architectures in our study. Table I
shows the reliabilities achieved by the different architectures,
when we set (lxl,/lxz,a)?l,afz,p) =(1,-1,1515,0), E, =
[-0.4,0.1], E, = [0,0.5].

TABLE 1. RELIABILITY IMPROVEMENT BY DIFFERENT ARCHITECTURES

Category Architecture Reliability
Single model single input SMSI, 4 0.901071
SMSI, , 0.887099
SMSI, 4 0.883051
SMSI, , 0.906163
Single model double inputs SMDI, 14 0.988831
SMDI} 14, 0.989026
Double models single input DMSl,np 4 0.978239
DMSl,np 2 0.979185
Double models double inputs ~ DMDI, 10y, 0.990717
DMDI, 5np1 0.986796

We observe that DM DI, 1, achieves the highest reliability
among other architecture options. In Table I, Rpumpy,, ., 18
0.990717 that is higher than Rpusi,,,, and Rpusi,,,- The
results clearly show that the reliability of conventional DMSI

systems can be further improved by exploiting two input data.
In the following, we further investigate the impact of diversities.

C. Architecture comparison by varying input similarity

To analyze the impact of input similarity, next, we vary the
correlation coefficient p in the range of [-0.9,0.9] while keeping
other parameters the same as the previous example. The
dependency of two input data distributions resulting from
Mx, x,(x1,%;) can be characterized by the -correlation
coefficient p. When |p| is close to 1, X; has a strong positive or
negative correlation with X,.
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Figure 8. Reliabilities of six architectures by varying p.

The computed reliabilities of the six architectures are shown
in Figure 8. As can be seen, the reliabilities of DMDI and SMDI
architectures are affected by changing the values of p, while the
reliabilities of DMSI architectures are not affected. The results
make sense because DMSI architecture does not use multiple
input data. Hence the correlation of different input data does not
influence their reliabilities. Interestingly, DMSI architectures
achieve the highest reliabilities when p is close to —1 among
the six architectures while they become the least reliabilities
when p > —0.7 . In most of the range, DMDI, 1np, is
considered as the best architecture in terms of reliability.

In practice, we do not know the exact distribution
Ux, x, (X1, %2) orerror input spaces Ej, and Ej,. The comparative
results of architecture reliabilities shown in Figure 8 are not
obtainable from the real observation. However, the preferable
architectures can be inferred partly from Proposition 4, since,
under the given distribution and the error spaces, we can expect
Plx, € E;] < P[x, € E,] and P[x, € E;] < P[x, € E,] are
likely hold. When we observe that the above relations are
generally held in the target application, by Proposition 4, either
DMDI, 1np 2, SMDI, 14, or SMDIp 1, can be selected as the
preferable architectures.

We investigate the influence of the conjunction of errors
Ba,2)1 @and By 5)1. The value of p is associated with the values of
Ba,2)1 and By 1. When error spaces and input data distribution
are given, the diversity measure can be computed by

)3]',2|1 = Pr[xz € E]-|x1 € E]]

max max
€ €

emin Jomin Hxi,x; (x4, x2)dx, dxq 52
_g i _ (52)
- emax ;] =a, b
J
omin Hx; (1) dx,
]
0.25F "
b 1
4
[\ ]
0.20f 1
N i
LN
0151 R ]
L “\\m 1 — Baz
[ TE 7
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0.05F
0.00" !
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P

Figure 9. Values of input diversities by varying p.
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By varying the value of p, the values of B, 51 and S}, 5|, change
as plotted in Figure 9. As can be seen, there are negative
correlations between them. The higher p leads to the smaller
Ba,z2)1 and By 4|2, resulting in the higher reliabilities of DMDI
and SMDI architectures. From Proposition 1, the conditions
where the reliability of SMDI, ;n, becomes lower than the
reliabilities of DMSI and DMDI architectures are given by
B}" > Ay, - B; . For DMSl,n,, and DMDI,,pp, , the
conditions on f3, 5|, are given by;

(Rsmpiainz < Romsigny, <

Ap,1la,1nZ
Bazn >

= DMSI,np 1 bound),
1—-apija1n2 + ab,1|a,1n§( an )

Rsmpig 10, < Rompiginp, ©

|k ﬁa,2|1 >

ap,2|a,1n2

= DMDI, 1np, bound).
1—apzia1n2 + “b,z|a,1n7( @b )

(53)
Figure 10 plots the values of the above bounds together with
Ba,2)1 by varying p.
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Figure 10. Bounds of S5, for DMSI and DMDI architectures.

Ba,z2)1 is constantly larger than DMDI, 1np, bound regardless
of p, which means DMDI, ;nj, is always a better choice than
SMDIg 1, - On the other hand, Bg,; is smaller than
DMSI,np 1 bound in most of the range of p (= —0.8), which
indicates that SMDI, 1, is the better choice than DMSI;ny 4
unless f |1 tends to be large.

D. Architecture comparison by varying model similarity
Next, we investigate the effects of dependency between two
ML models that have different error spaces. In this experiment,
we fix the parameters of bivariate normal distribution
(AXl,/lxz,a)?l, a}z,p) = (1,—1,1.5,1.5,0.5) and the error space
E, =[0,0.5] . The other error space is given by E, =
[emin emin 4 0,5] where ef™ is varying in the range of [-
0.5,0]. Figure 11 shows E, and E}, in the interval [-0.5, 0.5].
emin elin + 0.5

E,

a

Ey

v

\ i
-0.5 0 0.5

Figure 11. The intersection of errors between E, and Ej,.
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When eI = —0.5, there is no intersection between E, and E,,, By varying the value of e, the values of Apja, and apq 2
and thus the value of model similarity is equal to zero. On the  change as shown in Figure 13. As expected, we can observe
other hand, when eg"" = 0, E, becomes identical to Ej,, and  both a4, and ap,, have positive correlations with ef™,

hence the value of model similarity becomes one. Figure 12
shows the reliabilities of the six different architectures by

varying the value of e,

1.00

= T T
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- —% * — = L] ¥ -
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2 o4 S 1 —— SMDLn,
~a —4— SMDIj 1>
0.2 ]
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Figure 12. Reliabilities of six architectures by varying el

As can be seen, the reliabilities of both DMSI architectures
decrease by increasing the values of ", while the reliabilities
of SMDI and DMDI architectures are not much affected. Since
the intersection of error spaces between E,, and Ej, increases by
the increase in eX™ , the error probabilities of DMSI
architectures also increase accordingly. When e™™ is close to
—0.5, the intersection over E}, becomes extremely small, and
then DMSI architectures achieve the highest reliabilities. In
most of the range, however, DMDI, ;,j , achieves the highest
reliability among the six architectures. Regardless of the
position of E,, the condition of Proposition 4 is likely to hold.
Thus, by Proposition 4, we can infer that DMDI, 15, or SMDI
architectures are preferable, even if we do not know the exact
distribution of input data or the error input spaces.

We investigate the influence of the intersection of errors
@pjq1 and ap|q, in this experimental setting. For the given
input data distributions and the error spaces E, = [0,0.5] and
E, = [eln, MM 4 0.5] where e = [—0.5,0], the diversity
measures can be computed by

Apa,i = Prlx; € Eplx; € E,]
eMn40.5

omin  Hx; (X)dx; (54)
b i =1,2
efin o5 ’ b= be
' .
emin ,uXi(xi)dxi
a
1.0 T T
08t o~ ]
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Figure 13. Values of model diversities by varying eI"".
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resulting in the lower reliabilities of DMSI architectures.
Therefore, when we observe large values of @41 OF @p|q 2, by
the variant of Proposition 1, DMSI architectures are unlikely
the appropriate architecture options in terms of reliability.

E. Special distribution case

For an instance of the restricted type of distribution discussed
in Section IV-B, we consider the case where errors in E;, occur
more frequently than errors in E,, and examine Proposition 3.
Consider the bivariate normal distribution with the parameters
(lxl,lxz,a)%l, a)%z) = (0,0,1.5,1.5). Regardless of the value of
correlation coefficient p, the marginal distribution is given by
N(0,1.5). When we fix the error spaces E, = [—1.4,—0.9]
and E, = [—1.0,—0.5], it satisfies P[x; € E,] < P[x; € E}]
for most of input data x; that follows the input data distribution
N (0,1.5). The intuition of this relation can be given in Figure
14, as we can see that the region of E}, is always closer to the
peak of probability density at (0.0) than the region of E,.

From Proposition 3, the most reliable architecture is either
SMDI; 142, DMSIynp 1 0r DMSI,np , depending on the values
of apq1 and a@pq, . Since the given bivariate normal
distribution has symmetry in marginal distributions, the
condition can be simplified as

ﬁa,2|anl_),1
DMSIanb,p Apla1 = 1 —,
— Bazianbs + Bazjanb 1 (55)
SMDIy 102, otherwise.
4
x1€k;
)quh
x€k,
2 M x:eE,
X, 0

X

Figure 14. An example of error spaces satisfying P[x; € E,] < P[x; € E,].

Figure 15 shows the architecture reliabilities directly
computed from the given distribution by varying p in the rage
0f [—0.9,0.9]. Due to the symmetry marginal distributions, we
can observe Rpumsi,,, = Romsign,, and Rpmpig,n,, =
Rpmpigap,- I the most of range of p, SMDI, 1, achieves the

highest reliability.
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Figure 15. Reliabilities of different architectures by varying p.

Figure 16 plots the a4 4 and the boundary condition given
by Proposition 3.
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Figure 16. Bounds of ;| ; for DMSI architectures.

The value of @p,|q,; becomes lower than the boundary when p =
0.9, at which DMSI,,p,1 achieves higher reliability than
SMDI, 1, as observed in Figure 15. The result confirms the
condition of Proposition 3. Unless we are confident that a4,
is very small value from empirical observation, SMDI, 1, can
be chosen as the preferable architecture option.

Remark. The bivariate normal distribution and the error spaces
used in the above example help to visualize the dependence of
error input space over the joint distributions of dependent two
input data as shown in Figure 7. Note that the properties
examined in this section are not limited to the above
hypothetical setting since we derived them theoretically in
Section IV.

VI. APPLICATION AND LIMITATION

As presented in the motivating example, the potential
application of the proposed dependent double-modules double-
inputs MLS is a perception system in a self-driving vehicle. For
example, traffic signal recognition is one of the important
perception tasks in autonomous vehicle architecture [39]. A
common approach to exploiting redundant architecture for
improved reliability relies on modular redundancy,
corresponding to DMSI architectures in this paper. Our study
analytically clarified how reliability could be further improved
by the architectures using diverse inputs. In the self-driving
vehicle scenario, the system may be equipped with multiple
cameras, and hence the system can adopt SMDI and DMDI
architectures.
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The experiment results show that our reliability model and the
derived properties provide guides to choosing the preferable
architecture options based on the diversity measures. However,
to determine the best architecture option, finding the values of
diversity measures is necessary. In practice, we may need to
rely on empirical estimates of the diversity measures from the
limited samples that are subject to estimation errors. Although
finding the best architecture option is not always easy, our
reliability model can be useful for selecting the preferable
architectures by screening undesirable architecture options. For
instance, consider the traffic signal recognition scenario in
Section II-A. We can train multiple ML models independently
and test them with real-world test samples. ML models can be
ranked by the test accuracy that provides information about the
model's superiority. In this case, SMDI architecture relying on
a lower-ranked model is not a recommendable option, and thus
they can be removed from the candidates. From Proposition 3,
we can narrow down the candidates to SMDI with the best-
ranked model or DMSI using the top two-ranked models.
Suppose errors from the top two-ranked models are mostly
overlapped, indicating a higher intersection of errors between
the two models. In that case, SMDI with the best-ranked model
is presumed to be the best option by Proposition 3.

The presented models are limited to two-version architectures.
The reliability can be further improved by increasing the
redundancy (e.g., using three or more versions). The reliability
models with three or more versions of ML systems need to be
considered in that case. However, real-world application
systems such as autonomous vehicles may have stringent cost
and latency requirements that may not allow extra redundancy.
When the redundancy level is limited to two due to cost or
performance constraints, the guidelines derived from our
analysis are useful.

VII. RELATED WORK

MLS quality assurance has recently become a hot issue in
software and system engineering research. MLS is
fundamentally built as a software system, and therefore
developers of MLS apply and improve the traditional software
engineering methodologies to assure the quality of ML
application systems [14]. In this regard, machine learning
testing is one of the important challenges actively discussed
today [10]. Compared to traditional software testing, MLS
testing needs to deal with an oracle problem [19]. The correct
output for arbitrary input is not given when testing an MLS. The
software systems without reliable test oracle are known as non-
testable programs [20]. To address the oracle issue of MLS,
Murphy and Kaiser [21] presented a metamorphic testing
approach in which a pseudo-oracle [22] for new test cases is
created by modifying the inputs used in the initial test cases.
Metamorphic testing has been recently applied for testing
image classifiers [15], a deep learning-based forecaster [16],
and graph convolutional neural networks [17]. Further recent
advances in ML testing techniques are reviewed in a
comprehensive survey report [23]. Our study is not an MLS
testing method, but the presented architecture reliability
analysis can complement developing highly reliable MLSs.
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Another important technical challenge in MLS quality
management is the runtime validation of MLS execution. Even
if an MLS passes reasonably designed test scenarios, the
outputs of MLS are significantly influenced by real input data
given in users' environments. The discrepancy between the
assumed input data in the development phase and the real input
data observed in the operation phase likely causes undesirable
outputs at runtime. Wu et al. leveraged the data validation
technique to detect real-world corner cases for DNN-based
systems [24]. Considering a cyber-physical system employs
ML components, Dreossi et al. proposed a method to analyze
the input space for ML classifiers that can lead to undesirable
consequences in the cyber-physical system [25]. While we also
consider the operational phase of MLS, our focus is not on
validation but evaluation of reliability by N-version MLS.

Redundant configurations of ML components can improve
the reliability of MLS. N-version machine learning has been
presented to improve the reliability of MLS’s outputs [2]. The
relationship between the reliability of N-version MLS and the
diversities in ML models and input data has been analyzed in
our previous study [2]. The experimental studies also showed
that the coverage of errors could be improved by using diverse
ML models and different input data sets [6]. Similar
experiments have been done by Xu et al. in which N-version
deep neural networks are used to complement individual error
cases and make a fault-tolerant system [5]. A Multi-version
approach has also been used for ML applications using deep
neural networks to make more robust steering control in an
autonomous vehicle [26]. PolygraphMR also introduced
modular redundancy to reduce wrong answers with high
confidence [18]. In this paper, extending the diversity measures
introduced in [2], we present more comprehensive and general
reliability models. To the best of our knowledge, our study is
the first work to show the reliability properties of dependent
double-modules double-inputs MLS via diversity measures.

Using multiple learners to compose a better ML model is a
commonly adopted ML technique known as the ensemble
method [27]. Ensemble methods are also shown to be effective
in improving the ML model's reliability against faults in the
training data sets [42]. To obtain a better ensemble, individual
learners should have differences among them. It is studied that
the minimum margin of the ensemble is associated with the
diversity among the individual learners [28]. Several diversity
measures were proposed to analyze the association with the
accuracy of ensemble methods [29][30][31][32]. Although
diversity is believed to play a fundamental role in ensemble
accuracy, the right formulation and measures for diversity are
unsolved issues [33]. Empirical studies show that diverse ML
models can be constructed by using different data sets,
sampling methods, training algorithms, and neural network
architectures [5][6][34]. While the similarity metrics such as the
Bhattacharyya coefficient [40] and the Fréchet distance [41]
can be used for measuring the distance between two input data
distributions, the reliability cannot be characterized without the
error function and the joint distribution of two input. In this
paper, we focus on the reliability of MLS outputs that are
directly related to the accuracies of individual ML models used
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in the system. While highly accurate ML models likely improve
the reliability of MLS, it is valid only when real input data
distributions follow the assumption or expectation. Instead of
the accuracy of the ML model, we discuss the reliability of MLS
attributed to redundant configurations that consist of different
input data and ML models. Since both input data sets and ML
models are not independent, we cannot formulate the problem
by a simple combinatorial logic and similarity metrics for
distributions, which is the challenge addressed in this paper.

VIII. CONCLUSION

This paper proposed the reliability model for an N-version
MLS that employs two ML modules for classification tasks and
determines the system output on a consensus basis. The system
has six architecture options depending on the choice of input
data and ML models used in the modules. We defined two
diversity measures to quantify the similarities of ML models’
capabilities and the interdependence of errors by input data sets.
The diversity measures are used to formulate the reliabilities of
six different architectures. With the proposed matrix
representation of the reliability model, we showed some
properties that can guide the choice of preferable architecture
when given individual ML models’ reliabilities and diversity
measures. Among possible architectures, DMDI architecture,
which exploits both model diversity and input diversity, can be
regarded as a neutral and a conservative option since the values
of diversity measures are unlikely to be close to zero or one in
practice. We also presented the numerical results to give an
intuitive understanding of our proposed models and properties.

A future study could explore extending the reliability model
to multi-modules multi-inputs MLS. This paper focuses on a
dependent double-modules double-inputs MLS that can be a
building block of a larger N-version system. Another important
future research direction is the validation of the models with
real-world datasets. Our previous work also presented some
experimental results that show two potential ways to diversify
the outputs of redundant MLS [6]. Because the input data
distributions and error spaces are hard to obtain empirically,
future studies are required to narrow the gap between the
limited empirical results and the theoretically derived properties.
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