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Implementation of a Capability-based Connection Control System

for an Authentication and Remediation Network

MiTsUHIRO MaBUCHI, ! KEIGo MATsUL, ! SHINGO TAKADA, !
TsuyosHr Ozawa,! HIRAKU ToyookAf! and Akira SaTof!

When guests connects their client PCs to a network, it is a challenging task for network
administrators to achieve user-friendliness while reducing administrators’ efforts. In conven-
tional systems, when a guest user connects his/her client PC, an administrator needs to
perform some administrative operations including registration of a name, address, and email
address to identify the guest user. If these administrative operations are delayed, the guest
user cannot start working with a host user.

We propose a network connection control system that enables administrators to delegate
a right to connect to the network to host users. The key feature of our system is to use
capability-based access control instead of authentication-based one in order to control net-
work connections. Our system enables host and guest users to handle capabilities with Web
browsers. (Guest users only require running web browsers to connect his/her client PCs to
the network.) We report experimental results in a laboratory in Department of Computer
Science, Graduate School of Systems and Information Engineering, University of Tsukuba.
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Fig.1 The architecture of our system.
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Fig.3 The screenshot of the manager’s page.
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Fig.4 The screenshot of an inner member’s page.
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Fig.5 The screenshot of the page for creating capabilities.
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Fig.8 Processing times of ”connect” operation.

gooooboooooooooboobooooooDooboo
oooooooooobooooooooboooooo
ooobooooooooooooobobooooooon
goboooooooooooon
o JO0OOOOOOOOOOLODOCOOOOODODOO
goooao
o IO0000O0O0OOOOOOLODOOOOODODOOO
goboooooooobo
o IO00O0OOODOOOOODOOOOODODODDOO
gobooooooooooooo
o IO000O00DODOUODOODODOOODDOD
cooooooooooooooooobooooo
gooood
goboooooobooboooooboogoooooa
gooooobolooooooocboboooooooboo
oob wget OOODOO
goooocooosobooooooooooooboo
gboooooboooobooooboobooobooboooono
gboobooobooOoooooobooooooboon
goooooooboobooooobooobooboooo
Telnet 00000000000 OO0CODOOO 1.20
oood
goboooooooooooooooooboooboa
goooboooboobooboocbooboooan
gobobooooooooboooooooooboooo
ACLODO0OO0OO0O0Oooooooooooooooo
gooooboooooooooboobooooooboobooo
gobooooooooon
5.2 O00O0O0OO
goboooooooooooooboooooboobo
goooooooooooboooooobooboobooo
000o00o0o0o00o00o0o0oo0o0o0 LANDOO
OO0 pCOOOOOOOOOOOOOOOO0O0O0O



01 00000

Table 1 Environments for the experiment..

ogooooa ooooad
CPU Pentium Core 2 Duo 2.2GHz Pentium D 2.8GHz
ogo 2.0GB 512MB

0S Mac Ubuntu 8.04 (Linux Kernel 2.6.24)

Cent OS 5.2 (Linux Kernel - Xen 2.6.18)

LAN Gigabit Ethernet

Gigabit Ethernet

02 0000000
Table 2 The evalution by users.
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