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Abstract - This paper discusses two configurations of human-
machine interface: (1) conventional “fault-warning configuration"
which gives a message of warning upon detecting plant failure and
(2) "safety-announcing configuration", newly introducedAin this
paper, which can give a message of safety as well as a message of
warning. These configurations ére examined qualitatively and
~quantitatively to show that the safety-announéing configuration
is superior to the fault-warning configuration in terms of

avoiding catastrophes.



1. INTRODUCTION

A correct and immediate fault detection 1is wvital for
maintaining system safety. There exist many studies that deal
with safeguarding functions such as fault detection sensors,
warning systems, and protective systems; eg, [1-91. Commonly
considered in their models is a caSe in which a "warning" |is
given to the system operator when an unsafe phenomenon is
detected in the plant that should be protected against a hazard.
In other words, the operator regards the plant being safe as far
as he receives no warning.

It would, however, be worth while considering a model in
which a display device continues to show a "message of safety"”
stating that the "plant is currently safe"‘ while an unsafe
phénomenon 1s not detected in the plant.

A suggestive report is given in [10, pp 112-136] regarding an
aircraft engine fire: Upon fire of a jet engine, the engine fire
warning system in the cockpit gave no warning. An investigation
after landing found that the fire warning system failed to work
because the fire detection sensor at the engine was destroyed due
to engine explosion that caused the fire.

Suppose the aircraft was equiped with a lamp that is on while
the fire detection sensor sends a signal of "no fire at the
engine". When the engine explosion destroyedrthe fire detection
sensor, the "no fire" signal failed to be transmitted and the
lamp would - go off, which might suggest cockpit crews that
"something is wrong" even though the fire warning system fails to

give an actual alarm at that time.



This paper discusses two distinct configurations of human-
machine interface: (1) conventional "fault-warning configuration"
which gives a message of warning upon detecting plant failure,
and (2) "safety-announcing configuration", newly introduced in
this paper, which can give a message of safety as well as a
message of warning. We examine these configurations qualitative-
ly and quantitatively. A comparative study is made to show that
the safety-announcing configuration is superior to the fault-
warning configuration in terms of capability of avoiding hazards.

Some saféty engineers have developed new sensors in various
fields of applications [111]. The sensors are designed to
announce the plant safety instead of giving a warning upon plant
failure. Although developing new sensors is helpful for our
purpose discussed here, it does not always follow that we assume
the development of a new sensor itself. Conventional sensors can
be used in implementing our safety-announcing system. The point
lies 1in changing a strategy of treating sensor signals for

showing a message of safety as well as a message of warning.
2. ASSUMPTIONS, NOTATION

Assumptions for all models

1. A system is comﬁrised of three units: (a) sensor, (b)
display, and (c) plant. The sensor monitors the plant state and
transmits the state information to the display. The display
shows on 1its screen the plant state information given by the
sensor.

2. The plant has two states: (a) safe state S, in which the

plant works properly, and (b) unsafe state U, in which an unsafe



phenomenon 1is occurring. When the plant becomes unsafe, an
appropriate countermeasure such as an immediate plant shut-off .is
necessary to avoid a catastrophic accident.

3. The sensor has three states: (a) normal state NM, in which
the sensor identifies the plant state correctly, (b) positively
failed state PF, in which the sensor regards the plant being
unsafe even though the plant is actually safe, and (c) negatively
failed state NF, in which the sensor cannot detect any unsafe
phenomenon occurring in the plant.

4, The display has two states: (a) normal state NM, in which
the display shows correctly on its screen the plant state
information given by the sensor, and (b) negatively failed state
NF, in which the display fails to show the plant state
information given by the sensor.

5. When the plant becomes unsafe, the sensor attached to the
plant may be damaged by the unsafe phenomenon occurring in the
plant. If the sensor is damaged, the sensor cannot inform the
display that the plant has become unsafe, as is the case where we
have no sensor in the system. As a matter of convenience, let us
regard the "no sensor situation" as the forth state of the
sensor, a damaged state D.

6. Units fail s-independently with the exception of cases in
which the sensor 1is damaged due to the unsafe phendmenon
occurring in the plant.

7. All units of a system are normal or safe at time 0.

8. Any state transition is irreversible: no intermittent
failure 1is considered and every unit is non-repairable in a

mission of duration T.



Notation

NM
NF
PF

w; (t)

T
f(x),

normal state (sensor, display)

negatively failed state (sensor, display)
positively failed state (sensor)

damaged state (sensbr)

safe state (plant)

unsafe state (plant)

Pr{next enters state PFI leaves state'NM}
Pr{next enters state NF[ leaves state NM}, aéF t aye = 1
Pr{sensor is damaged lplant becomes unsafe}

Pr{operator regards the plant unsafe upon disappearance of

. messages from the display screen' plant is safe}

Pr{operator regards the plant safe upon disappearance of
messages from the display screenl plant is unsafe}
Pr{operator overlooks an unsafe phenomenon occurring in
the plant under Policy II] plant is becoming unsafe};
Policy II is defined in the text

event that every unit in the system was up and new at the
initial time (t=0)

events of mode i (i =1, 2, 3): definitions of the modes
are given in the text

unconditional intensity for E; (i =1, 2, 3); viz,

w;i;(t) = 11m<-—-Pr{E~ occurs in (t,t+dt) | I,4}

dt-o dt
duration of a mission; 0 (. t < T

F(x), F(x) pdf {X}, Cdf{X}, Sf{X}

fe, Fy» Fy pPdf, Cdf, Sf of unit Y (Y = s for sensor, = d

for display, = p for plant)



3. FAULT-WARNING AND SAFETY-ANNOUNCING

Two different configurations can be considered with three

units defined above. One 1is a conventional "fault-warning
configuration" and the other is a. "safety-announcing
configuration" which we will introduce in this paper. The

distinction between these two configurations lies solely 1in a
strategy of human-machine interface or a method of giving the

plant state information on the screen Of the display.

3.1 Fault-Warning Configuration

In the fault-warning configuration the state of the plant is

shown on the display screen according to the following rules:
| 1. As far as the plant is regarded safe, no message is
given on the screen.

2. When the display is announced by the sensor that an
unsafe phenomenon is occurriné in the plant, the display gives a
"message of warning" on its screen.

Possible state transitions are depicted in Fig.l, where a
system state 1is defined as an ordered triplet (sensor state,
display state, plant state), such as (NM,NM,S) for state 1. The
state of a single unit differs between system states connected by
an arrow in Fig.l with the exception of cases where the sensor is
damaged when the plant becomes unsafe (see, for example, a
transition from state 1 to state 8).

We can see the following five classes of system states:

Class 1. system is free from any failure: state 1

Class 2. system is safe just because the plant is safe;

sensor/display subsystem can never generate a message of warning



even if the plant becomes unsafe: states 3, 4, 5, 6
Class 3. catastrophic accident is circumvented since the
plant is shut off based on a correct message of warning appeared
on the display screen when the plant becomes unsafe: state 7
Class 4. plant 1is unnecessarily shut off based on an
erroneous message of warning: state 2
. Class 5. catastrophic accident occurs, since no message
of warning is given on the screen of the display when the plant
becomes wunsafe and thus the plant is not shut off: states 8,
9, 10, 11, 12, 13, 14, 15, 16
As can be seen in the above, safety of the system is
diminished by "unrevealed faults" in the sensor/display subsystem

and the possibility of sensor destruction upon plant failure.

3.2 Safety-Announcing Configuration

In the safety-announcing configuration the plant state is
announced continuously in time on the screen of the display
according to the following rules:

1. While the sensor regards the plant being safe, the
display continues to show a "message of safety" on its screen.

2. When the sensor detects an unsafe phenomenon occurring
"~ in the plant, the "message of safety" that has been shown on the
screen is immediately replaced by a "message of warning."”

3. Any message that has been shown on the screen
disappears 1immediately when the display fails or the sensor Iis
damaged by an unsafe phenomenon occurring in the plant.

Possible state transitions are depicted in Fig.2. We have siXx

classes of system states, where the first five classes represent



the same situations as classes 1 through 5 of the fault-warning
configuration.

Class 1. System is free from any failure: state 1

Class 2. Message of safety on the screen happens to be
correct because the plant is actually safe when the sensor Iis

failed negatively: state 3

Class 3. Catastrophic accident is circumvented because of
a correct message of warning: state 7

Class 4. Plant is shut off wunnecessarily based on a
erroneous message of warning: state 2

Class 5. Catastrophic accident occurs since no message of
warning is given when the plant becomes unsafe: state 9

Class 6. ‘Disappearance of messages from the screen of

the display makes the operator recognize that some unit is wrong
in the system: states 4, 5, 8; 10 w
The sixth and the last class of states includes the following
two cases: (a) any message cannot be seen because of a display
failure, (b) neither a message of safety nor a message of warning
is sent by the sensor because the sensor is damaged by an unsafe
phenomenon occurring in the plant. Without any introduction of
an auxiliary method for 1identifying the system state, the
operator cannot distinguish whiéh of the above two cases he |is
facing with. | |
We consider the following two policies that become effective
upon the disappearance of a message frbm the display screen:
Policy 1I: The operatdr shuts off the plant if no message

can be seen on the screen.



Policy II: Under the situation where the display shows no
message on its screen, the operator estimates the plant state by
some means. If the operator thinks that the plant 1is unsafe,
then he shuts off the plant. If the operator regards the plant
being safe, then he leaves the plant as it is.

An interpretation of the above policies will be given for the
case of an aircraft engine fire in the INTRODUCTION section.

Suppose the display ceases to show any message regarding the

state of an engine. Under Policy I, the captain shuts off the
engine immediately. Under Policy 11, the captain estimates‘the
engine state based on instrument indications. He can ask some

cabin crew - to describe how the engine looks like through the
window. Then the captain decides whether to shut off the engine
or not. |

The point is that safety of the safety-announcing
configuration is policy-dependent. Under Policy I, staies 4 and
5 in Class 6 represent cases where'the plant is shut off
unnecessarily, while states 8 and 10 correspond to cases where a
catastrophic accident is circumvented by shutting off the engine
which is becoming unsafe.

If we choose Policy II, on the other hand, system safety varies
depending on what we expect on the operator. Consider the
following simple situation:

1. Upon the message disappearance at time u, the operator
decides whether to shut off the plant or not. He may fail to
take the correct decision at that time.

2. Suppose the plant becomes unsafe at some time .t in

the interval (u,T] before a mission of duration T completes. The



unsafe phenomenon occurring at time t in the plant may not be
recognized by the operator.
Fig.3 shows possible sequences of events in I[u,Tl for the

above situation under Policy II.

4. PROBABILISTIC EVALUATION

To examine characteristics of the fault-warning configuratibn
and the safety-announcing configuration, we will evaluate the
unconditional intensities of the following three modes of events:

Mode 1: inappropriate abort of a mission, where the safe
plant is shut off because of an erroneous message of warning,

Mode 2: successful prevention of a hazard, where the plant
which is becoming unsafe is shut off properly based on a correct
message of warning, and

Mode 3: catastrophic accident, which is an end of failure

in shutting off the unsafe plant.

4.1 Fault-Warning Configuration

We have the following set of unconditinal intensities [12]:
(A) Mode 1: inappropriate mission abort
wit) = aPFfs(t)Fd(t)FP(t) (1)
(B) Mode 2: hazard prevention

Wa(t) = (1-bg)fp (L)Fg (£IF4(t) (2)
(C) Mode 3: catastrophic accident

wa(t) = f?(t){aNFFs(t) + [bst(t) + Fd(t)] Fs(t) +
t
+ aPFgfs(x)Fd(x)dx} | (3)
Intensities are not always uniquely represented. For example, in

10



(%g, the integral term can be expressed as:
t

S [Fg(t) - Fg(u)Ify (u)du
° t

st(x)Fd(x)dx
0

= Fs(t)Fd(t) - SoFs(u)fd(u)du ‘ (4)
where the first equality is justified by the following relation
on the interchange of the order of integration:
t (% % ot
SG[SDfS(X)fd(U)dU]dX = S°[§ fo(x)fy(uw)ydxldu
w

We will use the right expression in the right place, especially

in Section 4.4.

4.2 Safety-Announcing Configuration with Policy 1
Assume we adopt Policy I for our safety-announcing
configration. We have the following set of intensitieé:

(A) Mode 1: inappropriate mission abort

w, (t) = {aPFfs(t)Fd(t) + [1 - aPFFS(t)]fd(t)} FP(t) (5)
(B) Mode 2: hazard prevention
wol(t) = f?(t)[ﬁ;(t) + bsaNFF}(t)] ?;(t) (6)

(C) Mode 3: catastrophic accident

Wa(t) = (1-bglaeFg (1)Fg(t)f,(t) | (7)

We note here w,(t) is increasing in bg while wy(t) decreasing
in bg , which exhibits a distinctive feature of the safety-
announcing configuration with Policy I: viz, the more easily
damaged the sensor is upon plant failure, the more successfully
we can avoid catastrophic accidents. This contrasts with the
case of the fault-warning configuration in which the sensor must
be guarded well against any damage possibly caused by plant
failure 1in order to prevent a catastrophe. The above "paradox"

for the safety-announcing configuration with Policy I <can be

interpreted as follows: When the sensor suffers from a damage

11



due to plant failure, every message disappears from the screen of
the display. Thus we can suspect the plant failure even though a
message of warning is not actually shown on the screen of the
display. In other words, whether the sensor itself is damaged or
not carries an important information regarding the plant state as

well as the usual plant state information shown on the screen of

the display.

4.3 Safety-Announcing Configuration with Policy 11
Assume we take Policy 11 for our safety-announcing
configuration. The intensities of our interest are:
(A) Mode 1: inappropriate mission abort
Wy () = {apef, (DF (1) + Cppll - a,pFe (1)1f4 (1)) Fp(t) (8)
(B) Mode 2: hazard prevention
Walt) = {(1-bg)Fg(t) + bgll-cyp) [l - apeFs ()1} Fa(t)fp(t) +
+ (1-Cq ) (1-Cpp)fp (L) [Fg(t) - aPFrF‘s(u)fd(u)du] (9)
(C) Mode 3: catastrophic accident ’
Wylt) = {((1-bglageFg(t) + boCupll = apeF (1)1} Fy(t)fy(t) +
+ CoL (1-Cop)fp(DIIF, (L) - aPFItFS(u)fd(u)du] (10)
’ -]

4.4 Comparison

Suppose we are given the following set of units: (a) sensor
with reliability characteristics described by ag, aye and Fg(t),
(b) display with Fg(t), (c) plant with Fp(t). Also assumed given
is the probability by of sensor destruction upon plant failure,
and a triplet (Cpg +sCpg sCoL) which describes the operator
characteristics. Our interest, in this setting, lies in
examining the relation among three Xkinds of configurations

discussed in the preceding sections.

12



To distinguish the configurations, we use symbols wy(t), wo(t),
w,y(t) for the fault-warning case, wﬁ(t), wi(t), wg(t) for the
safety-announcing case with Policy I, and wf(t), wf(t), dg(t) for
the safety-announcing case with Policy I1I.
We have the following set of properties:

Property 1: w,(t) < wi(t) < wi(t) (11)

The left equality holds for Cee= 0 and the right for cee= 1.
Proof: This result follows directly from (1), (5), and (8).

Property 2: w,(t) < min {wr(t), wa(t)} (12)

Equality holds for bg= 0 or (l-cue)bg + (I-Co ) (1=Cpe) = 0.
Proof: See appendix I.

Property 3: (a) Assume bg= 0. Then we have:

Wy (£) < wi(t) (13)

Equality holds for (1-cg )(l-cpe) = 0.

(b) Assume b .t 0. Then we have:

Cwat) >wEt) 1f h > 0

wa(t) if h

wy(t) 0 (14)

wilt) < wl(t) if h< 0

where

h = CypA - (1-Cpp) (1-C,, )B (15)
A = b FQ()F () + apFe (1)1, 0 < A< 1 (16)
B = S:[FS(U) + ayeFs (W1 fq(wdu, 0 < B < 1 an

Proof: See appendix II.
Property 4: wy(t) < wy(t) < wy(t) (18)
The left equality holds for bgcye + Co(1-Cpe) = 0. The right
equality holds if bg(l-cug) = 0 and cq (1-Cpg) = 1.

Proof: See appendix III.
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To be brief, both of the safety-announcing configurations have
a decided superiority to the conventional fault-warning
configuration in preventing catastrophic accidents, although the
latter suffers least from an inappropriate mission abort.

Becase of (13), in which the order relation between wi(t) and
wg(t) varies accoding to circumstances, one may presume at first
‘that the order relation between wz(t) and wg(t) is also
indecisive. We have, however, the definite order relation
between wz(t) and wgtt) as shown in Property 4. This is because
the expected length of operation time in the safety-announcing
configuration is greater under Policy II than under Policy 1I:
viz, the safety-announcing configuration with Policy 1II is
exposed more to possible plant failures than that with Policy I.

Remark. All the order relations given in Properties 1 through
4 hold for the expected numbers of the corresponding modes of

events occurring during the interval [0,T1.

APPENDIX I
We have:
WiCt) - wy(t) = byIF (1) + a,eFe(t)] Fu(t)fy (t) > 0

Note:
t

<
Fgq(t) - aPFSFs(u)fd(u)du =S [Fg(uw) + a,zFs(u)lfg(uidu > 0 (A.1)
-] (4
Then:
I T
w,(t) - w,(t) = (1-Cpup ) Lw,(t) - wa(t)l +
t
+ (l—caL)(l—c,F)fP(t)s [F, (u) + aNFFs(u)]fd(u)du 2'0,
[/}

which proves Property 2.
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APPENDIX 11
Note:
b 2 9 - -— —
wo(t) - w(t) = f?(t){cﬁFbst(t)[Fs(t) + agpFe(£)1 -
t
- (I'COL)(I'CPF)S [Fg(u) + ageF¢(u)lfg (u)dul
-}

(a) Assume bg = 0. Then:
t

W lt) - whi(t) = -(1—cm_)(1-c,F)fP(t)S [Fy (W +a Fg (U1 4(wdu < 0
(b) Assume by # 0. Then: ’

Wilt) = Wilt) = £, (£)[CgA - (1-Cg ) (1-Cps)BI,

where A and B are defined by (16) and (17), respectively. Thus:
snlwy (t) = W3(t)] = SgnlceA - (1-Co ) (1-Cep)B1 = sgn(h),

where sgn(x) denotes the sign of x, which proves Property 3.

APPENDIX 111
Aprlying (A.1) to (9), we have w:(t) < Q:(t). The point for

pProving Qgtt) < wstt) lies in applying (4) to (3). After some
calculations, we obtain: |
Wy(t) = {(1-bglaeFs(t) + bell - apeFg(t)1} Fq(t)fp(t) +

+ fp () [Fg(t) - a,Ff:F,(u)f,(u)du]
By applying (A.1), we have:
wylt) - Qttt) = bs (1-Cupg) [Fg (£) + aeFg(t)1 Fp(t)f,(t) +

+ [1-c°L(1-c,F)]fP(t)S:[F}(u) + aupFs (WIfy(uwdu > 0,

which proves Property 4.
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State Transitions for Fault-Warning Configuration
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State Transitions for Safety-Announcing Configuration

(the same numbering is applied to states as Fig.



system operator's plant state operator's

state at decision in (u,T] . decision
time u at time u at time t
no action
becomes unsafe X
at t € (u,T] CoL
no action
state l—cPF shut off
4 or 5 o)
1-c,.
safe during (u,T]
#
shut off
@
Cer

@ inappropriate mission
no action abort

X o hazard avoided
state | cCa X catastrophic accident
8 or 10 # mission completed
shut off
0
1'C,1F

Fig. 3. Possible sequences of events in {u,T] under Policy Il
which becomes effective upon disappearence of messages
at time u '
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